Abstract-This paper is concerned with an extensive form of stream cipher Trivium. Trivium is extended to a scalable form by the coupling connection of Trivium-like shift registers. The characteristic polynomial of k Trivium-like shift registers in coupling connection is proved to have a factor of (1+x)
I. INTRODUCTION
A stream cipher is a symmetric encryption algorithm which takes a stream of plaintext, a secret key and an IV as input and then operates the plaintext with key stream generated by the key and IV, typically bit by bit. Although block ciphers seem to be perfectly adequate for use in nearly all areas, stream ciphers are still desirable in a few niche areas, which is pointed out by Adi Shamir at the first ECRYPT State of the Art of Stream Ciphers workshop in October 2004 [1] . These niche areas were identified as: 1) Exceptional encryption performance in software, where the luxury of additional hardware is not available to speed up encryption;
2) Any reasonable kind of encryption performance in hardware environments where the available resources such as gate count or power might be heavily restricted.
Trivium [2] is one of the promising new stream ciphers proposed in the ECRYPT Stream Cipher Project(eSTREAM). It has got high scores in evaluation due to its good performance and high security. Its simplicity and clarity perfectly demonstrate a new way to design secure stream ciphers.
The original Trivium is a stream cipher with three Trivium-like shift registers in series connection. We extend it to a scalable form and propose a new stream cipher -Quavium. Quavium is a stream cipher with four Trivium-like shift registers in coupling connection. But it can also be used with three or even two Trivium-like shift registers because the coupling connection keeps the primitiveness of characteristic polynomials. The experimental results on software using C++ code show that the speed of keystream generation of Quavium is nearly the same as that of Trivium and 3-round Quavium has a better performance.
The rest of this paper is organized as follows: in Section II, we briefly review Trivium. Then, Trivium-like shift registers and k-order primitive polynomials are proposed in Section III. In Section IV, the specification of Quavium is presented. The implementation performance and security analysis of Quavium and 3-round Quavium are shown in Section V. Finally, some conclusions are drawn in Section VI.
II. TRIVIUM
Trivium is a lightweight stream cipher designed to generate up to 2 64 bits of key stream from an 80-bit secret key and an 80-bit initial value (IV). The process consists of two phases: first the internal state of the cipher is initialized using the key and the IV, then the state is repeatedly updated and used to generate key stream bits. There are 288 bits in the internal state. [2] Let s 1 , …, s 288 be the 288 internal bits. z i is the keystream generated at time i (i = 0, 1, …). A complete description of the generation keystream phase is given by the following simple pseudo-code:
A. Brief Description of Trivium
for i = 1 to N do The design of Trivium is inspired by the block cipher design principles [3] . S-box in a block cipher is substituted by a non-linear one-bit-output function. The diffusion matrix is changed to linear feedforward taps. In order to generate keystream, output feedback (OFB) mode of block ciphers is used and constructs the feedback taps in Trivium.
B. Research on Trivium
Trivium is designed to be both efficient and secure. During 3 phases of eSTREAM evaluation on the stream cipher proposals, the performance of Trivium is outstanding compared with other stream ciphers such as A5/1 (e.g. [4] ). Ref. [4] points out that Trivium outperforms other eSTREAM candidates considered in the paper in terms of the two most important optimization criteria, minimum area and maximum throughput to area ratio, by a factor of at least two.
Until now, no attack has been successfully applied to Trivium. Maximov [5] studies two attacks on Trivium.
These attacks are state recovering and statistical tests. Although the analysis is applied to Bivium (a reduced version of Trivium from 3 to 2 rounds) is quite successful, the results on Trivium are not good since the attacks are no faster than exhaustive search. Raddum [6] presents a new technique to solve systems of equations associated with Trivium and successfully breaks a reduced version of Trivium, named Bivium-A in a day. But his attack is very complex when applied to the full cipher and is no faster than exhaustive search. Borghoff et al. [7] presents a numerical attack on Biviums. The estimated time complexity of this attack on Bivium-B is about 2 63.7 seconds. But the paper doesn't show the application of the attack on the full version of Trivium.
III. TRIVIUM-LIKE SHIFT REGISTERS AND K-ORDER
PRIMITIVE POLYNOMIALS Trivium has three rounds with similar structure. This inspires us to extend the structure to a scalable form. We decompose the structure of Trivium and introduce Trivium-like shift registers. After observing the characteristic polynomials of Trivium-like shift registers, we define k-order primitive polynomials. Unlike the series connection of LFSRs, the series connection of Trivium-like shift registers will ensure the characteristic polynomial to be a k-order primitive polynomial. Quavium is an instantiated stream cipher based on Trivium-like shift registers and k-order primitive polynomials. ( ( 1), ( 1), , 
Proof. We just prove the condition in which k = 3 and proofs of other conditions are similar.
The transformation matrix of a 3-round Trivium-like shift register 
After elementary transformation of columns and Laplace extension, char k (x) becomes: 
∈ is a primitive polynomial.
Remark 1 k-order primitive polynomial extends the definition of primitive polynomial because 0-order primitive polynomial is a primitive polynomial.
We find that the characteristic polynomials of 1-round and 2-round Trivium-like shift registers in Trivium fail to be k-order primitive polynomials (see Appendix). But the tap of 3-round Trivium-like shift register is properly selected according to (2) .
IV. DESIGN SPECIFICATION OF QUAVIUM
The length of key, initial value and internal state required in Quavium is the same as Trivium, i.e. an 80-bit secret key, an 80-bit initial value and 288 internal state bits. We use a 4-round Trivium-like shift register in Quavium. The key stream generation is described as follows:
for i = 1 to N do 3   3  62  61  58  57  54  53  51  49   46  45  38  36  34  32  29  28  27   26  25  24  23  22  21  18  17  13   12  9  8  5  4 ( ) The output function of Trivium is simply the addition of 3 bits. But in Quavium, the output should be a combination of 4 bits. So we choose a 4-variable boolean function. This function is balanced and 1 st order correlation-immune. It also has optimal algebraic immunity. Fig. 2 is the overview of Quavium. Table II shows that Quavium performs almost as fast as Trivium using C++ code. 3-round Quavium is nearly 30 per cent faster than Trivium.
B. Security
As discussed in Ref.
[2] Section 4.1, Quavium and 3-round Quavium will also be resistant to correlation attacks. The output function of Quavium is chosen to be 1 st -order correlation immune and optimally algebraic immune. Moreover, unlike the series or parallel connection of LFSRs, Quavium connects Trivium-like shift registers in a coupling mode. So it is quite difficult to apply algebraic attacks [9] on Quavium. Large cycles of initialization phase in Quavium also decrease the success rate of conditional differential cryptanalysis [10] .
VI. CONCLUSION
Trivium has been extended to a scalable form and Trivium-like shift registers have been introduced. Characteristic polynomials of k-round Trivium-like shift registers are like (1+x) k f(x) so k-order primitive polynomials have been defined. A new stream cipher, Quavium, has been introduced. It is designed based on Trivium-like shift registers and k-order primitive polynomials. Quavium can also be used with 3-round because the connection of Trivium-like shift registers keeps the primitiveness of characteristic polynomials. But Trivium with decreased rounds can not be used because the characteristic polynomial of 2-round Trivium is not 2-order primitive polynomial. The performance of Quavium both on hardware and software is almost as good as Trivium. 3-round Quavium has a better performance than Trivium.
APPENDIX CHARACTERISTIC POLYNOMIALS OF 1-ROUND AND 2-ROUND TRIVIUM
The characteristic polynomial of 1-round Trivium is: This is not a 2-order primitive polynomial.
